O GCXONE - API

Disclaimer

Legal disclaimer

This guide and its contents (the "Guide") are provided by NXGEN. All rights to the Guide and to the intellectual property
embodied in it — including, without limitation, trademarks, trade names, logos and similar marks appearing in or on it — are
protected by law. All right, title and interest in the Guide and in any related intellectual property rights belong to and remain
with NXGEN and its licensors.

The Guide is provided free of charge, "as is" and for informational purposes only, without warranty of any kind. It is neither
intended nor suitable to establish any legal relationship between the reader and NXGEN or its affiliates, including, without
limitation, any obligation of NXGEN or its affiliates toward the reader.

The obligations of NXGEN and its affiliates in respect of NXGEN products or services purchased by a customer are governed
exclusively by the terms of the agreement under which those products or services were purchased.

For clarification

The reader bears the entire risk as to the use, results and performance of the Guide. To the fullest extent permitted by
applicable law, NXGEN disclaims and excludes all warranties, whether statutory, express or implied — including, without
limitation, implied warranties of merchantability, fitness for a particular purpose, title and non-infringement of third-party
rights — as well as any liability or warranty arising from suggestions, specifications or samples related to the Guide.
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Every endpoint in the Genesis APl expects a token in the auth-token request header. A request without

one answers 401.

Obtaining a token

Exchange an API credential for a token with POST /proxy/apiToken. The credential is issued per service

provider, so the request names the provider the token should act for.

{

"serviceProviderId": "string (required)",
"accessId": "string (required)",
"clientSecret": "string (required)"
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The credential's accessId and clientSecret are issued in the Genesis platform under the service
provider's settings. Keep the secret on your server: a token can be sent to a browser, the credential that

mints it must not be.

Using the token

curl -H "auth-token: <token>" https://api.nxgen.cloud/api/vl/user/me

GET /user/me returns the account the token belongs to, which makes it the quickest check that a token

works.

Trying requests from the documentation

The interactive reference at/api-referenceis the same specification in Swagger Ul, andthe overview lists
every resource. PressAuthorize , paste a token, and every Try it out panel sends it as auth-token. The

token stays in your browser; the requests go directly from it tchttps://api.nxgen.cloud/api/v1.
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