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Disclaimer

Legal disclaimer

This guide and its contents (the "Guide") are provided by NXGEN. All rights to the Guide and to the intellectual property
embodied in it — including, without limitation, trademarks, trade names, logos and similar marks appearing in or on it — are
protected by law. All right, title and interest in the Guide and in any related intellectual property rights belong to and remain
with NXGEN and its licensors.

The Guide is provided free of charge, "as is" and for informational purposes only, without warranty of any kind. It is neither
intended nor suitable to establish any legal relationship between the reader and NXGEN or its affiliates, including, without
limitation, any obligation of NXGEN or its affiliates toward the reader.

The obligations of NXGEN and its affiliates in respect of NXGEN products or services purchased by a customer are governed
exclusively by the terms of the agreement under which those products or services were purchased.

For clarification

The reader bears the entire risk as to the use, results and performance of the Guide. To the fullest extent permitted by
applicable law, NXGEN disclaims and excludes all warranties, whether statutory, express or implied — including, without
limitation, implied warranties of merchantability, fitness for a particular purpose, title and non-infringement of third-party
rights — as well as any liability or warranty arising from suggestions, specifications or samples related to the Guide.
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Camect Conﬁguration Guide

Updated 11 August 2026

Introduction

This guide outlines the wsteps required to configure Camect devices for seamless integration with
the GCXONE platform, ensuring optimal performance, security, and monitoring capabilities for your

surveillance system.

Prerequisites

—_

. Whitelist the IP (CamectReceiver). If you don't use NXGEN OpenVPn services.
2. Local Mode is installed in operator workstations.
3. Configure the private IP address given by NXGEN in case of using NXGEN OpenVPN services.

4. Make sure the RTSP port 554 and the Http port (Control port) 443 are open.

Camect Configuration

Step 1: Login into your Camect device using the credentials needed.

Step 2: Navigate to the "Hub settings" and ensure the time zone is configured correctly.

https://docs.nxgen.cloud/gcxone/devices/camect 2/14



O GCXONE - DEVICES

Hub Settings x

B Basic [ cameras % Users 0 perts & Storage == sl
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Hub time zone
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o) Configune audio falk down devices

O Show advanced settings..

Camect

Step 3: On "Hub Settings” Navigate to "Cameras" and make sure the RTSP is enabled.

Hub Setiings x

B Basic I Cameras 2% Usars L Alerts & Siorage = yo

R O aaocamers
(*) aslong as space permits () atmost o days

Alert me if there are fewer than 0 days of footage.

[ Fetch audio from camera. &4

Enable ATSP server

Tt T [:'_' Mev 1oken
Port
| 654 |
[J UseRTSPS, i.e. ATSP over TLS.
[] show RTSP URLs
Save

Camect

Important

Leave "Use RTSPS, i.e. RTSP over TLS" unchecked — NXGEN does not support RTSPS yet, and enabling

it can cause live view and streaming issues.

Step 4: Set-up a user for NXGEN (Local User credentials) with the permissions mentioned below:

» Live view.
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+ Query Cameras.
- Pan/Tilt Cameras.
- View alerts.

- View footage.

+ Share cameras.

« Change operating modes.

Hub Settings x
= atic Ch camer

Step 5: On "Camera Settings" navigate to "Basic" and make sure to enable "Pan/Tilt" or "Zoom" if the camera

[ b
M
]

laar M anohilifias Flao e

Camect

supports this functionality.
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Camera Settings x

H Basic £1 alert ratings

Camera name: &

2= Username and password are configured correctly, [ show details

Use hub settings for video and audio
Keep footage (11 days now)
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= WA sellings are nol available for ihis camera,

This camera was added manualiy, [0 show details
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D) Diabia camera

Camect

Don't forget to save the changes.

Step 6: If the camera supports "Alerts Rating" configuration, please follow these steps to set it up:

 Click on "Add Ratings".

« Choose "Thumbs down" if you dont want certain objects to trigger an alarm. For Example: bicycle, car,

person etc.

« Choose "Thumbs up"if you want to trigger some certain options, such as: Amazon person, DHL person

etc.

 Click on "Edit Area" to Specify your area of interest.
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Disable suggested ratings

NOTE: Ratings apply in the order displayed, from fop o botlom.
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I ¥ Mew rating I

Ievalve abjects: Occur at lime:

bicycle. bus, car, motoncycle,

8 x perzon, plckagp or truck = 32 Lt
Amigzon person, DHL person, DPD
pErsomn, F-EdE: person, bicycle, bus,
car, motorcyele, person, plokup or

2 ® 0 fruck 2 "'n Ard Tima

QOOUr in aned:

B Edtarea

[& Edtana

Cross & lire:

Camect

Set name for the area

Only when the object is

[] Highlignt the area on alert clips
O Only when a p teps on the area. (Experimental)
[0 only when tire vehicle are in the area (Experimental)
et oK
Camect
Don't forget to save the changes.
n https://docs.nxgen.cloud/gcxone/devices/camect 6114



)

Step 7: Click on "Hub Settings," then navigate to "Alert" to configure alarms at the device level.

+ Configure the objects that you want to get it detected under the "Detect objects in alerts".

Step 8: In the same window, click on "Add Monitoring" to add a monitoring site.

Make sure the "Detect alerts" box is enabled.

Select the alerts needed on your side. Please refer to Camect document

GCXONE

DEVICES

Hub Settings x
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—
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g

My settings (customize email, telegram, efo.)

Camect

+ Choose "NXGEN" as a monitoring site.
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» In Case if NXGEN is not there, choose "IMMIX".
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Camect

+ If you couldn't find both, choose "XML over TCP".
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Step 9: When you select NXGEN as a monitoring site, you will be directed to the configuration page. On

this page, follow these steps:

- Set the site ID to "1", as a dummy value.

« On TCP address, add Genesis TCP address.

TCP address

TCP address in case of using OpenVPN

« Then click on "Add camera" that has to forward alarms to Genesis.
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« Please configure XML over TCP :

Site ID:

TCP address:

3.122.169.231:10520

[) Send auto-suppressed alerts too.
—"

+
Add camera :dd th_c cameras that has to forward alarms to
enesis

+®Add Time Limit

s ] o Lo

Camect

These steps and explanations will help you configure the appropriate analytics on your Camect Device to

enhance your security system'’s effectiveness and responsiveness.

Camect Config Guide with GCXONE

This document describes the steps required to configure an Camect device in GCXONE.

Step 1: Navigate to the Devices tab.
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© Testing Device [

Overview Mobile Towers Devices Sensors 10 Dashboard Audit Analytics Analytics Scheduler

Basic Info Testing Device

Contact Number

Location Info
Country

City 2 0

Code Active Devices Non Active Devices

Street Name

2 21

Number of Devices Number of Sensors:

Camect

Step 2: Click the Add button.

© Testing Device [
Overview Mobile Towers Devices Sensors (e Dashboard Audit Analytics Analytics Scheduler m Add New
Device Type Site Customer Active Actions
Device 2026-02-10 13:50 HikProConnect I Testing Device Testing @

P0692-NVR 2026-02-10 13:43 HikVision Testing Device Testing &

Rows per page: 25 v 1-20f2

Camect

Step 3: The Add Device dialog will be displayed.
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Add Device

X Device

Camect

Step 4: In the dialog, open the Device dropdown and select Camect.

Add Device

d

Camect
AxisCameraStation
DahuaCloudArc
HikProConnect

Victron

7 Connection Settings

P Address Or Host Name

Camect

Step 5: Enter all required fields: Name, IP Address or Host Name, serial number, Username, Password ,

Control Port, RTSP Port.
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Add Device

% Connection Settings

P Address Or Host Name

Enable Audio ©

Camect

Step 6: Click Discover

Edit Device

© Timezone

CET

£ Device Configuration

[ site Pulse Configuration

@ Advanced Settings

[ Event Polling
[ Configure Heatmap Mask &

[0 Periodic Health Check ©

Camect

Step 7: Once the device is successfully discovered, click Save.

https://docs.nxgen.cloud/gcxone/devices/camect 13/14



GCXONE - DEVICES

Edit Device

© Timezone

£ Device Configuration

[J Site Pulse Configuration

@ Advanced Settings
[ Event Polling
[0 Configure Heatmap Mask &

[ Periodic Health Check ©

— Event Rtention Time

30 days

Camect
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