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Disclaimer

Legal disclaimer

This guide and its contents (the "Guide") are provided by NXGEN. All rights to the Guide and to the intellectual property
embodied in it — including, without limitation, trademarks, trade names, logos and similar marks appearing in or on it — are
protected by law. All right, title and interest in the Guide and in any related intellectual property rights belong to and remain
with NXGEN and its licensors.

The Guide is provided free of charge, "as is" and for informational purposes only, without warranty of any kind. It is neither
intended nor suitable to establish any legal relationship between the reader and NXGEN or its affiliates, including, without
limitation, any obligation of NXGEN or its affiliates toward the reader.

The obligations of NXGEN and its affiliates in respect of NXGEN products or services purchased by a customer are governed
exclusively by the terms of the agreement under which those products or services were purchased.

For clarification

The reader bears the entire risk as to the use, results and performance of the Guide. To the fullest extent permitted by
applicable law, NXGEN disclaims and excludes all warranties, whether statutory, express or implied — including, without
limitation, implied warranties of merchantability, fitness for a particular purpose, title and non-infringement of third-party
rights — as well as any liability or warranty arising from suggestions, specifications or samples related to the Guide.
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Teltonika

Updated 11 August 2026

Introduction

Teltonika loT routers serve as the connectivity backbone for GCXONE Tower Monitoring, providing
real-time cellular status, GPS tracking, I/O state changes, and signal quality data from remote tower sites.
This guide walks through the complete onboarding process for a Teltonika loT router — from adding the
device in GCXONE and entering the required credentials, to configuring alarm rules for network loss,

geo-fencing, SIM data usage, and jammer detection.
What Teltonika Devices Monitor
Once connected to GCXONE, Teltonika routers continuously report the following categories of telemetry:

+ Network connectivity status and signal quality (RSRQ, RSRP)

+ SIM card data usage against configured monthly limits

+ Physical input/output (I/O) port state changes — digital, analog, isolated, relay
+ GPS position relative to the assigned site boundary (geo-fencing)

- Jammer detection based on sudden signal degradation patterns

Tip
Teltonika handles communication, GPS tracking, and edge telemetry routing for the tower. This makes

it the backbone of connectivity monitoring — without it, GCXONE cannot detect network outages,

signal interference, or unauthorized device movement.
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Prerequisites

Before starting device onboarding, ensure the following information and access are available:

REQUIREMENT DETAILS

GCXONE Access Admin or Operator role with Configuration module access

Device Credentials Administrative username and password for the Teltonika
router

IP Address Public or VPN-accessible IP address of the Teltonika device

Serial Number The unique hardware serial number of the router

Control Port HTTP port used for device communication (e.g.

Site Created The site this device will be assigned to must already exist in
GCXONE

Caution

Ensure the Teltonika router is online, reachable from the GCXONE server (direct IP or via VPN), and

that the administrative credentials provided have full APl access.

Teltonika Config Guide with GCX-ONE

Follow these steps to add a Teltonika loT router to GCXONE. The device will be registered under an existing

site and begin reporting telemetry immediately after configuration.
Step 1 — Navigate to the Site

In GCXONE, navigate to the Site where the Teltonika device is physically installed. This is the parent entity

under which the device will be registered.
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+ Go to Configuration - Sites

- Locate and open the target site

« Click Edit to open the site's configuration panel

Step 2 — Open the Device Dialog

Within the site configuration, navigate to the Devices section and click Add Device to open the device

creation dialog.

Step 3 — Select Device Type

In the device dialog, open the Device Type dropdown and select Teltonika loT to load the appropriate

configuration fields.

Add Device

X Device

— Device

oy

— GenesisAudio

Hanwha

HikProConnect

HikVision

MilestoneNVR

SenStar

Teltonika-10T

Victron

Control Port 0] RTSP Port

Victron

Step 4 — Enter Device Details

Fillin all required fields to establish a secure connection between GCXONE and the Teltonika router. Each

field is described in detail below.
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Add Device
w <

Name

<> Connection Settings

lost Name ® Serial Number

RTSP Port

Enable Audio ©

@®© Timezone

FIELD

Device Type

Device Name

IP Address

Serial Number

Control Port

Username

Password

Victron

DESCRIPTION

Select 'Teltonika loT' from the
dropdown

A unique

Public or VPN-accessible IP address of
the Teltonika router

The hardware serial number printed
on the router

HTTP port for device communication
Administrative login username for the
router

Administrative login password for the
router

Step 5 — Save and Verify Connection

NOTES

Must match exactly — determines
which telemetry model is used

descriptive name for this device in
GCXONE

Must be reachable from the GCXONE
server; use VPN if the device is behind
NAT

Found on the device label or in the
Teltonika device management portal

Default is typically port 80; confirm
with your network configuration

Must have full access to all device
parameters and APIs

Stored securely within GCXONE; use a
strong

After entering all fields, click Save. GCXONE will immediately attempt to establish a connection with the

Teltonika router using the provided credentials.
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A successful connection results in:

+ The device appearing in the site's device list with an active status indicator
+ Live telemetry data beginning to flow into GCXONE (signal strength, network status, I/O states)

+ The device becoming available for alarm rule configuration

Caution

If the connection fails, verify that the IP address is reachable, the port is open, and the credentials are

correct. Check that no firewall rules are blocking GCXONE's access to the device

Alarm Rules Configuration

GCXONE uses a JSON-based alarm rule configuration to define which telemetry parameters are

monitored, what thresholds trigger alerts, and how those alerts are identified in CMS integrations.

Alarm rules can be configured at the Site level or Device level. Teltonika connectivity rules are typically

applied at the Device level for precision control.

How to Apply Alarm Rules

1. Navigate to the target Site or Device in GCXONE.
2. Click Edit and go to the Additional Properties section.
3. Locate the property named Custom Alarm Rules.

4. Open the property's three dots (: ) and select Apply Default to load the preconfigured rule set. All

rules are inactive by default.
5. Modify the JSON to enable specific rules by setting "active™: true for the relevant parameters.

6. Set your thresholds, event codes, and group codes as needed.
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7. Click Save. GCXONE will immediately begin evaluating incoming telemetry against the configured

rules.

Edit Service Provider

Boolean

Victron

Tip

By default, all alarm rules are inactive. You must explicitly set "active": true for each rule you want

GCXONE to monitor. This prevents accidental alerts during initial setup.

Rule Structure

Each alarm rule follows a consistent JSON structure. Understanding the common fields helps when

customizing rules:

FIELD DESCRIPTION

active Boolean (true/false). Set to true to enable monitoring for
this rule. When false

eventCode Unique string identifier used by GCXONE to communicate
this alarm type to CMS integrations (IMMIX

groupCode Logical grouping identifier for Tower Monitoring
workflows. Used for filtering
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Tip

Event Codes are used for cross-system CMS notification (e.g., IMMIX, Evalink). Group Codes are

GCXONE-internal identifiers for tower alarm workflows. Both must be present for full integration.

Teltonika Connectivity Alarm Rules

The following alarm rules are available for Teltonika loT devices under the Connectivity Monitoring section
of the Custom Alarm Rules JSON. Each rule monitors a specific aspect of network health, physical I/O, or

security.

1. Input/Output Status Change Rule

Monitors physical state changes on Teltonika I/O ports. This rule covers digital, analog, isolated, and relay
inputs and outputs — essential for detecting door openings, power events, external sensor triggers, and

equipment state changes.

Default JSON Configuration

"I0StatusChange": {

"input": {

"AnalogCurrentLoop": {"active": false, "low": 4, "high": 20},

"AnalogInput": {"active": false, "low": 11, "high": 14},

"DigitalInput": {"active": false, "ranges": ["Low level", "High level"],

"alertOn": "High Level"},

"IsolatedInput": {"active": false, "ranges": ["Low level", "High level"],

"alertOn": "High Level"},
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"PowerSocketInput": {"active": false, "ranges": ["Low level", "High level"],

"alertOn": "High Level"},

"eventCode": "input.statechange",
"groupCode": "tower.input.statechange"
o

"output": {

"IsolatedOutput": {"active": false, "ranges"

"alertOn": "High Level"},

"Relay": {"active": false, "ranges": ["open"

: ["Low level", "High level"],

, "closed"], "alertOn": "open"},

"PowerSocketOutput": {"active": false, "ranges": ["Low level", "High level"],

"alertOn": "High Level"},

"eventCode": "output.statechange",

"groupCode": "tower.output.statechange"

} Input Types

INPUT TYPE

AnalogCurrentLoop

Analoglnput

Digitallnput

https://docs.nxgen.cloud/gcxone/devices/teltonika

DESCRIPTION AND PARAMETERS

Monitors 4-20 mA current loop sensors. Set low/high to the
acceptable current range. Alerts when current falls outside
this range.

Monitors analog voltage inputs (e.g.

Binary state monitoring. Set alertOn to the state that should
trigger an alarm (e.g.
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IsolatedInput Electrically isolated digital input. Same configuration as
Digitallnput. Used when isolation from the main circuit is
required.

PowerSocketinput Monitors power socket state (Low/High level). Set alertOn

to the triggering state. Suitable for mains power detection.

Output Types

OUTPUT TYPE DESCRIPTION AND PARAMETERS

IsolatedOutput Monitors the state of an isolated output channel. Set
alertOn to 'High Level' to alert when the output is active.

Relay Tracks relay state (open/closed). Set alertOn to ‘open' to
alert when the relay is not energized. Useful for contactor
or lock monitoring.

PowerSocketOutput Monitors power socket output state. Alert when the output

reaches the configured alertOn state.

2. SIM Card Data Package Usage Rule

Tracks monthly mobile data consumption for the Teltonika router's SIM card. Triggers a warning when
data usage reaches the configured percentage of the total monthly allowance — preventing unexpected

overage charges or service interruptions.

Default JSON Configuration

"simCardDataPackage": { "active": false, "simBillingStartDate": 1, "simDataPackageGB":
10, "usageWarningPercent": 80, "eventCode": "sim.data.usage.warning", "groupCode":

"tower.connectivity.simdata.alert"}

Configuration Parameters

PARAMETER NAME DESCRIPTION EXAMPLE VALUE

simBillingStartDate Billing cycle start date of the SIM plan 1
(currently inactive)

simDataPackageGB Total mobile data allocated per month 10
(in GB)
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usageWarningPercent Warning threshold as a percentage of 80
total data usage

eventCode CMS alarm identifier for this event sim.data.usage.warning
type

groupCode Internal tower alarm group for filtering tower.connectivity.simdata.alert
and routing

Example Behavior

+ With simDataPackageGB set to 10 and usageWarningPercent set to 80, GCXONE triggers an alert

when cumulative SIM data usage exceeds 8GB in the billing period.
« The alert clears automatically when data usage resets at the start of the new billing cycle.

- Adjust the threshold lower (e.g., 70%) for early warning on sites with limited connectivity alternatives.

3. Cellular Network Loss Rule

Detects when the Teltonika router loses mobile network connectivity or the signal drops to an

unacceptable level. Immediately alerts operators to potential site communication failures.

Default JSON Configuration

"cellNetworkLoss": {

"active": false,

"eventCode": "modem.signal.warning",

"groupCode": "tower.connectivity.signal.alert"

Example Behavior

+ GCXONE triggers an alert when the cellular signal drops below the acceptable threshold or

connectivity is lost entirely.

« The alert automatically clears once the signal returns to an acceptable level.
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« This rule has no threshold parameters — it relies on GCXONE's built-in signal quality evaluation for the

router's reported modem status.

4. Geo-Fencing Rule

Monitors the GPS position of the Teltonika router relative to its assigned site location. Triggers an alert
if the device moves beyond the configured radius — detecting potential tower displacement, theft, or

unauthorized movement.

Default JSON Configuration

"geoFencing": {

"active": false,

"radiusMetersWarning": 500,

"eventCode": "geo.fence.breach",
"groupCode": "tower.connectivity.geofence.alert"
F
PARAMETER NAME DESCRIPTION EXAMPLE VALUE
radiusMetersWarning Radius (in meters) from the defined the site's geo location) within which
geo-fence center (typically the tower must remain
eventCode CMS alarm identifier for geo-fence geo.fence.breach

breach events

groupCode Internal tower alarm group identifier ~ tower.connectivity.geofence.alert

Example Behavior

+ The geo-fence boundary is centered on the coordinates defined in the parent Site's configuration in

GCXONE.
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- If the GPS position reported by the Teltonika router exceeds 500 meters from the site center, a breach

alert is generated.
« The alert clears automatically when the device returns within the defined boundary.

+ Reduce the radius for permanent fixed installations; use a larger radius for mobile or semi-mobile

tower deployments.

5. Jammer Detection Rule

Detects potential radio frequency jamming attempts based on sudden signal degradation and poor
Reference Signal Received Quality (RSRQ). Jammer detection is critical for security-sensitive tower

deployments where signal interference may indicate deliberate disruption attempts.

Default JSON Configuration

"jammerDetection": {

"active": false,

"criteria": {

"signalDropThreshold": 25,

"minSignallevel": -113,

"rsrqThreshold": -20

¥

"eventCode": "modem.jammer.detected",

"groupCode": "tower.connectivity.jamming.alert"

I

PARAMETER NAME DESCRIPTION EXAMPLE VALUE
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signalDropThreshold

minSignalLevel

rsrqThreshold

eventCode

groupCode

Example Behavior

Percentage drop in signal strength
considered as a potential jamming
event

Minimum acceptable signal level (in
dBm); if signal goes below this

Minimum acceptable RSRQ
(Reference Signal Received Quiality);

poor RSRQ may indicate interference

CMS identifier for jammer detection
events

Tower alarm group identifier

GCXONE - DEVICES

25

jamming is suspected

-20

modem.jammer.detected

tower.connectivity.jamming.alert

+ GCXONE evaluates both absolute signal level (RSRQ) and the rate of signal change (drop percentage)

to distinguish genuine jamming from normal signal variation.

+ Analertis triggered when the signal drop exceeds 25% OR the RSRQ falls below -20 and signal level

is below -113 dBm simultaneously.

+ The alert clears automatically once normal signal stability is restored.

Tip

positives.

Configuration Reference

a. Complete Teltonika Connectivity Alarm Rules JSON

Jammer detection thresholds may need tuning based on local RF environment conditions. Sites in

urban areas with natural signal variation may require a higher signalDropThreshold to reduce false

The following is the complete default JSON configuration for all Teltonika connectivity alarm rules. Copy

this into the Custom Alarm Rules property and modify as needed for your deployment.

"connectivityMonitoring": {

https://docs.nxgen.cloud/gcxone/devices/teltonika
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"I0StatusChange": {

"input": {

"AnalogCurrentlLoop": {"active": false, "low": 4, "high": 20},

"AnalogInput": {"active": false, "low": 11, "high": 14},

"DigitalInput": {"active": false, "ranges": ["Low level", "High level"],

"alertOn": "High Level"},

"IsolatedInput": {"active": false, "ranges": ["Low level", "High level"],

"alertOn": "High Level"},

"PowerSocketInput": {"active": false, "ranges": ["Low level", "High level"],

"alertOn": "High Level"},

"eventCode": "input.statechange",
"groupCode": "tower.input.statechange"
o

"output": {

"IsolatedOutput": {"active": false, "ranges": ["Low level", "High level"],

"alertOn": "High Level"},

"Relay": {"active": false, "ranges": ["open", "closed"], "alertOn": "open"},

"PowerSocketOutput": {"active": false, "ranges": ["Low level", "High level"],

"alertOn": "High Level"},
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"eventCode": "output.statechange",
"groupCode": "tower.output.statechange"
I

},

"simCardDataPackage": {

"active": false,

"simBillingStartDate": 1,

"simDataPackageGB": 10,

"usageWarningPercent": 80,

"eventCode": "sim.data.usage.warning",
"groupCode": "tower.connectivity.simdata.alert"
I

"cellNetworkLoss": {

"active": false,

"eventCode": "modem.signal.warning",
"groupCode": "tower.connectivity.signal.alert"
},

"geoFencing": {

"active": false,
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"radiusMetersWarning": 500,
"eventCode": "geo.fence.breach",
"groupCode": "tower.connectivity.geofence.alert"
o
"jammerDetection": {
"active": false,
"criteria": {
"signalDropThreshold": 25,
"minSignallevel": -113,
"rsrqThreshold": -20
o
"eventCode": "modem.jammer.detected",
"groupCode": "tower.connectivity.jamming.alert"
F
F
b. Event Codes and Group Codes Summary
Quick reference for all Teltonika connectivity event codes and group codes:
RULE EVENT CODE GROUP CODE
I/O Input State Change input.statechange tower.input.statechange
I/O Output State Change output.statechange tower.output.statechange

https://docs.nxgen.cloud/gcxone/devices/teltonika
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SIM Data Usage Warning sim.data.usage.warning tower.connectivity.simdata.alert
Cellular Network Loss modem.signal.warning tower.connectivity.signal.alert
Geo-Fence Breach geo.fence.breach tower.connectivity.geofence.alert
Jammer Detection modem.jammer.detected tower.connectivity.jamming.alert

c. Configuration Best Practices

« Always start with Apply Default to load the complete preconfigured rule set before making changes.

+ Enable rules incrementally — start with critical rules (network loss, jammer detection) before enabling

threshold-sensitive rules like I/O state changes.
« Test alarm rules in a staging environment or on a single device before deploying to all sites.

- Set usageWarningPercent for SIM data at 70-80% to give operators enough time to take action before

the plan is exhausted.

+ For geo-fencing on permanent sites, use a small radius (100-200m). For temporary deployments, use

500m or more.

« Document your event codes and group codes in your CMS configuration to ensure correct alarm

routing.

OpenVPN Configuration on Teltonika Router

From the NXGEN side, we will provide you with an OpenVPN (ovpn) configuration file and a LAN IP segment

that needs to be assigned to the customer network.

Step-by-Step Configuration

1. Change the Default LAN IP of the Teltonika Router to the IP provided by the NXGEN Team
+ Open the router web console.

+ Navigate to Network -> Interfaces -> General -> Edit LAN.

« Enter the LAN IP and Subnet -> Save.
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MODE USER FW VERSION
G rELTONIKA | Networks ADVANCED  ADMIN  RUTSM_R_00.07.043  LOGOUT B>

NETWORK

Mobile
Interfaces ~ NETWORK INTERFACES
| General
Stat 1 I -
Wireless
Uptime: - —_—
1P: - e [
Failover 2 wpnl Protocol: none enos lﬁ Ii A on
RX: 0.00 8
Firewall
Uptime: - —_—
VLAN 3 wan TX: 255.55 MB [&][x - .
7:3C RX:0.008 — N
Routing
1P Uptime: - —_
DNS 4 wanb Protocol: dhepv6 TX: 25555 MB [e][x - .
MAC: 20:07:27:08:27:3C RX: 0.00 8 — N
Status: Up Uptime: 11h 10m 155 —_
5 moblsial Failover TX: 20651 GB [e][x - ?

I
Type: Mobile SIM: 1 RX:7.06 GB

2. Import the OpenVPN Configuration File to the Router Provided by the NXGEN Team
+ On the web console, navigate to Services -> VPN -> OPENVPN.

+ Under the Add New Interface option, provide the "VPN Name" and set the Role to "Client" -> Add.

MODE USER FW VERSION
G TELTONIKA | Networks ADVANCED  ADMIN  RUTSM R 0007043  LOGOUT B>
SERVICES

Cloud Solutions

VPN ~ OPENVPN CONFIGURATION
OPENVPN
TUNNEL NAME ROLE TUN/TAP PROTOCOL PORT STATUS
openvpn Ciient TUN - 1194, 443, 1194 Connected ® {2 {E

~ ADD NEW INSTANCE

NEW CONFIGURATION NAME ROLE
ﬁ [ mgen-vpn “ Client * ADD
Mobile Utilities SAVE & APPLY

Auto Reboot

Serial Utilities

- Select "Enable OpenVPN configuration file" -> Browse and attach the ovpn file.

» Select Enable and Save.
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~ MAIN SETTINGS: NXGENVPN

Enable
=

Enable external services

Enzble OpenVPN config from file | @ —

OpenVPN configuration file | BROWSE | Mo file selected
Upload OpenVPN authentication files (& \

“ SAVE & APPLY

« After a couple of minutes, the status will change to "Connected".

MODE USER FW VERSION
ADVANCED  ADMIN  RUT9M_R_00.07.043  LOGOUT (>

L TELTONIKA | Networks
~ OPENVPN CONFIGURATION

TUNNEL NAME ROLE TUN/TAP PROTOCOL PORT STATUS

openvpn Client TUN - 1194, 443, 1194 Connected

°
(+)
]

3. To Test the Connectivity:

- Navigate to System -> Administration -> Troubleshoot.

- Under Diagnostics, select the method "Ping" -> Enter IP "10.10.22.42" -> Perform.

MupE uatn W VERDIUN

K TELTONIKA | Networks ADVANCED  ADMIN  RUTSM_R_00.07043  LOGOUT G

SYSTEM

Administration

~ LOGGING SETTINGS

~ TROUBLESHOOT

Certifi

~ DIAGNOSTICS <

| Troubleshoot

Method | Ping
Firmware

Protocol | IPv4

User Settings

Backup Address | 10.10.22.42 ~
Profiles e

CLI
License
Custom Scripts

Setup Wizard

Reboot

« The VPN connection is successfully configured if you get a successful ping response.
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Troubleshooting

Device Won't Connect

SYMPTOM / CHECK

Connection fails immediately after Save
Authentication error

Port-related connection failure

Device shows offline after initial connection

Alarm Rules Not Triggering

SYMPTOM / CHECK

No alerts received for a breached threshold

eventCode not appearing in CMS

False positive alerts (too many alerts)

Geo-fence alerts for a fixed site

SIM Data Rule Not Activating

GCXONE - DEVICES

RESOLUTION

Verify the IP address is reachable from the GCXONE
server. Try pinging the IP from the server or checking VPN
connectivity.

Confirm the username and password are correct and have
administrative access. Log in directly to the Teltonika admin
interface to verify credentials.

Check that the configured Control Port is correct and not
blocked by a firewall. Default is port 80.

Check whether the Teltonika router's IP address has
changed (DHCP). Consider using a static IP or DHCP
reservation.

RESOLUTION

Verify the rule has "active": true in the JSON. Check that the
Custom Alarm Rules JSON is valid (no syntax errors).

Confirm the event code is configured in your CMS
integration. Check the CMS channel mapping in GCXONE
under the site's integration settings.

Adjust thresholds. For analog inputs
Verify the site's GPS coordinates in GCXONE are

correctly set to the actual tower location. Increase
radiusMetersWarning if GPS reporting has variance.

+ Ensure the Teltonika router is reporting SIM data usage metrics to GCXONE.

« Verify that simDataPackageGB matches your actual SIM plan size.

- The simBillingStartDate field is currently inactive — data usage tracking uses the calendar month for

now.
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For additional support, contact your NXGEN representative or refer to the full GCXONE Tower Monitoring
Configuration Guide which covers Victron Energy and EFOY Fuel Cell monitoring in addition to Teltonika

loT connectivity.
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