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Disclaimer

Legal disclaimer

This guide and its contents (the "Guide") are provided by NXGEN. All rights to the Guide and to the intellectual property 

embodied in it — including, without limitation, trademarks, trade names, logos and similar marks appearing in or on it — are 

protected by law. All right, title and interest in the Guide and in any related intellectual property rights belong to and remain 

with NXGEN and its licensors.

The Guide is provided free of charge, "as is" and for informational purposes only, without warranty of any kind. It is neither 

intended nor suitable to establish any legal relationship between the reader and NXGEN or its affiliates, including, without 

limitation, any obligation of NXGEN or its affiliates toward the reader.

The obligations of NXGEN and its affiliates in respect of NXGEN products or services purchased by a customer are governed 

exclusively by the terms of the agreement under which those products or services were purchased.

For clarification

The reader bears the entire risk as to the use, results and performance of the Guide. To the fullest extent permitted by 

applicable law, NXGEN disclaims and excludes all warranties, whether statutory, express or implied — including, without 

limitation, implied warranties of merchantability, fitness for a particular purpose, title and non-infringement of third-party 

rights — as well as any liability or warranty arising from suggestions, specifications or samples related to the Guide.
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Victron
Updated 14 September 2026

Introduction
Victron Energy devices are a core component of the GCXONE Tower Monitoring ecosystem, delivering 

real-time power and energy monitoring for remote tower sites. They track solar charging performance, 

battery health, and overall DC system voltage — ensuring the energy system operates within safe 

thresholds and providing early warning of battery or solar irregularities.

This guide outlines the steps required to onboard a Victron Energy device into GCXONE — covering 

credential setup and alarm rule activation. Once complete, your device will stream live telemetry and 

trigger automated alerts when voltage or state of charge thresholds are breached.

What Victron Devices Monitor
Once connected to GCXONE, Victron devices continuously report the following categories of telemetry:

• Battery voltage levels across the DC system

• Solar charging current and input power from PV controllers

• Battery state of charge (SOC) as a percentage

• Charger and inverter operational status

• Overall system health and alarm states

Note:  Victron is the primary power monitoring system of the tower. Without it, GCXONE cannot detect 

battery depletion, solar underperformance, or DC voltage anomalies that could cause a site to lose power.
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Prerequisites
Before starting device onboarding, ensure the following information and access are available:

RequirementDetailsGCXONE AccessAdmin or Operator role with Configuration module accessVRM Portal 

AccountAn active Victron VRM Portal account with administrative access to the target deviceUsername 

& PasswordAdministrative credentials for the Victron VRM PortalSerial NumberThe unique serial number 

of the Victron device as listed in the VRM PortalSite CreatedThe site this device will be assigned to must 

already exist in GCXONE

Warning:  The VRM Portal credentials provided must have administrative privileges. Read-only accounts 

will not allow GCXONE to retrieve the full telemetry data set required for monitoring.

Victron Config Guide with GCXONE
Follow these steps to add a Victron device to GCXONE. The device will be registered under an existing site 

and begin reporting telemetry immediately after configuration.

Step 1:  Navigate to the Site

In GCXONE, navigate to the Site where the Victron device is physically installed. This is the parent entity 

under which the device will be registered.

• Go to Configuration → Sites

• Locate and open the target site

• Click Edit  to open the site's configuration panel

Step 2:  Open the Device Dialog

Within the site configuration, navigate to the Devices  section and click Add New  to open the device 

creation dialog.
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Step 3:  Select Device Type

In the device dialog, open the Device Type  dropdown and select Victron  to load the appropriate 

configuration fields.

Step 4:  Enter Device Details

Fill in all required fields to establish a secure connection between GCXONE and the Victron VRM Portal. 

Each field is described in detail below.

FieldDescriptionNotesDevice TypeSelect 'Victron' from the dropdownMust match exactly — determines 

which telemetry model is usedDevice NameA unique; descriptive name for this device in GCXONEUse 

a naming convention that identifies the site and device (e.g. 'Tower-North-Victron-01')Serial Number-

The hardware serial number of the Victron deviceFound on the device label or in the Victron VRM 

PortalUsernameAdministrative login username for the VRM PortalMust have full administrative access to 

the configured devicePasswordAdministrative login password for the VRM PortalStored securely within 

GCXONE; use a strong and unique password

Step 5:  Below the connection fields, the dialog also has a Select Entity Group  dropdown, a required 

Timezone , a Device Configuration  section (Site Pulse Configuration), an Advanced Settings  section 

(Event Polling, Configure Heatmap Mask, Periodic Health Check, Event Retention Time — 30 days by 

default), and an optional Location  section (Latitude, Longitude, Plus Code, What3Words).

Step 6:  Save and Verify Connection

After entering all fields, click Save. GCXONE will immediately attempt to connect to the Victron VRM API 

using the provided credentials and serial number.

A successful connection results in:

• The device appearing in the site's device list with an active status indicator
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• GCXONE automatically detecting the available PV Controller  and Battery Manager

• Live telemetry data beginning to flow into GCXONE (battery voltage, charging current, solar input, 

SOC)

• The device becoming available for alarm rule configuration

Warning:  If the connection fails, verify that the serial number matches the device in the VRM Portal, the 

credentials have administrative privileges, and the Victron VRM API is reachable from the GCXONE server.

Alarm Rules Configuration
GCXONE uses a JSON-based alarm rule configuration to define which telemetry parameters are 

monitored, what thresholds trigger alerts, and how those alerts are identified in CMS integrations.

Alarm rules can be configured at the Site level  or Device level . Victron energy rules are typically applied 

at the Device level for precision control.

How to Apply Alarm Rules
1. Navigate to the target Site or Device in GCXONE.

2. Click Edit  and go to the Additional Properties  section.

3. Locate the property named Custom Alarm Rules .

4. Open the property's three dots (⋮) and select Apply Default  to load the preconfigured rule set. All 

rules are inactive by default.

5. Modify the JSON to enable specific rules by setting "active": true for the relevant parameters.

6. Set your thresholds, event codes, and group codes as needed.

7. Click Save. GCXONE will immediately begin evaluating incoming telemetry against the configured 

rules.
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Note:  By default, all alarm rules are inactive. You must explicitly set "active": true for each rule you want 

GCXONE to monitor. This prevents accidental alerts during initial setup.

Rule Structure
Each alarm rule follows a consistent JSON structure. Understanding the common fields helps when 

customizing rules:

FieldDescriptionactiveBoolean (true/false). Set to true to enable monitoring for this rule. When false, the 

rule is ignored.lowLower threshold value. An alert triggers when the monitored value falls below this 

level.highUpper threshold value. An alert triggers when the monitored value exceeds this level.eventCode-

Unique string identifier used by GCXONE to communicate this alarm type to CMS integrations (IMMIX / 

Evalink / AmWin / LISA). This code appears in outbound alarm notifications.groupCodeLogical grouping 

identifier for Tower Monitoring workflows — used to filter and organize related alarms within GCXONE's 

Tower Alarm Manager.

Victron Energy Alarm Rules
The following alarm rules are available for Victron devices under the Energy Monitoring  section of the 

Custom Alarm Rules JSON. Each rule monitors a specific aspect of power system health and performance.

Battery Voltage Rule

Monitors the DC system voltage across the battery bank. Voltage outside the acceptable range may 

indicate a charging fault, excessive load, or battery degradation.

Default JSON Configuration

"voltage": {
  "active": false,
  "low": 12,
  "high": 14,
  "eventCode": "battery.voltage.warning",
  "groupCode": "tower.solar.voltage.alert"
}
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ParameterDescriptionExample ValuelowMinimum acceptable battery voltage (V). Alert triggers when 

voltage falls below this value.12highMaximum acceptable battery voltage (V). Alert triggers when 

voltage exceeds this value.14eventCodeCMS alarm identifier for voltage eventsbattery.voltage.warning-

groupCodeInternal tower alarm group for filtering and routingtower.solar.voltage.alert

Example Behavior

• When voltage falls below 12V, an alert is triggered indicating the battery is discharging beyond safe 

levels.

• When voltage exceeds 14V, an alert is triggered indicating a potential overcharge condition.

• The alert clears automatically when voltage returns within the 12V–14V range.

• Adjust thresholds based on your specific battery chemistry — lithium systems typically operate within 

a different voltage range than lead-acid.

Battery State of Charge (SOC) Rule

Monitors the remaining charge percentage in the battery bank. SOC is a more reliable indicator of usable 

energy remaining than voltage alone, especially under load.

Default JSON Configuration

"stateOfCharge": {
  "active": false,
  "low": 15,
  "eventCode": "battery.soc.warning",
  "groupCode": "tower.battery.soc.alert"
}

ParameterDescriptionExample ValuelowMinimum acceptable SOC percentage. Alert triggers when 

SOC falls below this value.15eventCodeCMS alarm identifier for low SOC eventsbattery.soc.warning-

groupCodeInternal tower alarm group identifiertower.battery.soc.alert

Example Behavior

• GCXONE triggers an alert when battery SOC drops below 15%.
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• The alert clears automatically when SOC rises above the configured threshold.

• Set low higher (e.g., 25–30%) on sites with limited solar input or high power consumption to give 

operators more lead time before a potential outage.

Event Codes and Group Codes Summary
Quick reference for all Victron Energy event codes and group codes:

RuleEvent CodeGroup CodeBattery Voltage Warningbattery.voltage.warningtower.solar.voltage.alert-

Battery State of Charge Warningbattery.soc.warningtower.battery.soc.alert

Configuration Reference

Complete Victron Energy Alarm Rules JSON

Copy this into the Custom Alarm Rules property and modify as needed for your deployment.

"energyMonitoring": {
  "voltage": {

    "active": false,
    "low": 12,
    "high": 14,
    "eventCode": "battery.voltage.warning",
    "groupCode": "tower.solar.voltage.alert"

  },
  "stateOfCharge": {

    "active": false,
    "low": 15,
    "eventCode": "battery.soc.warning",
    "groupCode": "tower.battery.soc.alert"

  }
}

Configuration Best Practices

• Always start with Apply Default  to load the complete preconfigured rule set before making changes.

• Enable both rules together — Voltage  and SOC complement each other and together give a complete 

picture of battery health.

• Set low for SOC at 25–30% on sites with limited solar exposure or during winter months when solar 

input is reduced.
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• Adjust voltage thresholds based on your battery chemistry — lithium systems have different safe 

operating ranges compared to lead-acid batteries.

• Test alarm rules on a single device before deploying to all sites.

• Document your event codes and group codes in your CMS configuration to ensure correct alarm 

routing.

Troubleshooting

Device Won't Connect
Symptom / CheckResolutionConnection fails immediately after SaveVerify that the VRM Portal credentials 

are correct and have administrative access. Log in directly to the Victron VRM Portal to confirm.Serial 

number not recognizedConfirm the serial number matches exactly what is listed in the Victron VRM Portal. 

Check for leading/trailing spaces or incorrect characters.Authentication errorEnsure the account used 

has administrative privileges — read-only accounts are not supported.No telemetry data after successful 

connectionVerify the Victron device is online and actively reporting to the VRM Portal. Check device status 

in the VRM Portal directly.

Alarm Rules Not Triggering
Symptom / CheckResolutionNo alerts received for a breached thresholdVerify the rule has "active": true in 

the JSON. Check that the Custom Alarm Rules JSON is valid (no syntax errors).eventCode not appearing 

in CMSConfirm the event code is configured in your CMS integration. Check the CMS channel mapping 

in GCXONE under the site's integration settings.Voltage alerts firing unexpectedlyAdjust the low and high 

thresholds to better match your battery system's normal operating voltage range.SOC alert not clearing 

after chargingAllow a few polling cycles for GCXONE to retrieve the updated SOC value from the VRM API. 

If the alert persists, manually refresh the device status in GCXONE.



G C X O N E   ·   D E V I C E S

https://docs.nxgen.cloud/gcxone/devices/victron 10 / 10

For additional support, contact your NXGEN representative or refer to the full GCXONE Tower Monitoring 

Configuration Guide, which covers EFOY Fuel Cell and Teltonika IoT monitoring in addition to Victron 

Energy.


