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Disclaimer

Legal disclaimer

This guide and its contents (the "Guide") are provided by NXGEN. All rights to the Guide and to the intellectual property
embodied in it — including, without limitation, trademarks, trade names, logos and similar marks appearing in or on it — are
protected by law. All right, title and interest in the Guide and in any related intellectual property rights belong to and remain
with NXGEN and its licensors.

The Guide is provided free of charge, "as is" and for informational purposes only, without warranty of any kind. It is neither
intended nor suitable to establish any legal relationship between the reader and NXGEN or its affiliates, including, without
limitation, any obligation of NXGEN or its affiliates toward the reader.

The obligations of NXGEN and its affiliates in respect of NXGEN products or services purchased by a customer are governed
exclusively by the terms of the agreement under which those products or services were purchased.

For clarification

The reader bears the entire risk as to the use, results and performance of the Guide. To the fullest extent permitted by
applicable law, NXGEN disclaims and excludes all warranties, whether statutory, express or implied — including, without
limitation, implied warranties of merchantability, fitness for a particular purpose, title and non-infringement of third-party
rights — as well as any liability or warranty arising from suggestions, specifications or samples related to the Guide.
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Local Mode

Updated 14 September 2026

What Local Mode Does

Local Mode allows the operator workstation to establish a direct peer-to-peer (P2P) connection to the

NVR or device, bypassing the central GCXONE cloud streaming gateway for high-bandwidth functions.

Why It Matters

Cloud streaming works well for remote access, but on-site operators benefit from a faster, more direct
connection. Local Mode eliminates the cloud relay for supported functions, giving operators lower latency,

higher quality video, and access to features that are only available through a direct device connection.

How It Works

When Local Mode is active, the operator workstation connects directly to the NVR or device on the local
network using the device's native SDK. If local access fails, the video viewer automatically switches to cloud
streaming — allowing operators to continue monitoring without manual intervention during local network

interruptions.

Key Capabilities

When fully supported by a device, Local Mode enables the following features directly on the operator

workstation:

« P2P Streaming — Fast, direct video streaming access with minimal latency
 Live Video — Real-time video monitoring over the local network

« Playback — Review of archived footage directly from the device
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Local SDK Audio — Two-way audio and audio announcements through the device SDK
+ Encrypted Streams — Handling of encrypted communication streams from the device
« Local PTZ — Pan-Tilt-Zoom control directly over the local connection

» Local IO — Input/Output operations locally

- Timeline — Chronological navigation and viewing of recorded events

Cloud-only devices stay on the cloud streaming path instead of attempting local streaming controls. IO
controls reset when switching between devices. Local IO controls appear only when the selected device

is eligible for local 1O.

Devices Where Local Mode Is Not Applicable

Local Mode is not supported or required for the following device types:

+ Hanwha — All features are not supported in Local Mode
+ Genesis Audio (SIP/Twilio) — Not required; designed for cloud integration

+ Senstar — Local Mode operations are not supported

Real-World Use Cases

« An on-site operator switches to Local Mode — video latency drops immediately and two-way audio

quality improves without any cloud relay.

+ A remote workstation loses local network access — GCXONE automatically falls back to cloud

streaming without any operator intervention.

< An operator needs to review archived footage directly from the NVR — Local Mode enables Playback

without routing through the cloud.
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Best Practices

Install Local Mode on every operator workstation at the start of deployment — do not wait until it is

needed during an active incident.

Always use v.2.9.7 or later of the Genesis Installer to ensure full feature compatibility.

Use Local Mode for on-site workstations whenever possible — lower latency and better audio quality
improve operator response time.

Do not attempt to configure Local Mode for Hanwha, Genesis Audio, or Senstar devices — these are

not supported.

Installation & Setup

Local Mode components must be installed on every operator workstation. The current installer is v.2.9.7

or later.

There are two ways to install it: Approach 1 walks through the installer's graphical wizard, and Approach

2 runs the installer silently from the command line. Both install the same components — use whichever fits

your workflow.

Before you begin:

You must be logged in as an administrator, or have access to administrator credentials, to install the
latest Local Mode version.

The first time you install Local Mode on a workstation, open the Windows Security app (search for it
in the Start menu) and on the Home screen ("Security at a glance"), confirm that Firewall & network
protection and App & browser control both show a green checkmark with "No action needed." Local
Mode depends on both being turned on, and the installer may fail or the app may be blocked from

connecting if either is off.
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- If Local Mode is already installed on the workstation, stop the Genesis Local Mode services and

uninstall the existing version before installing the new one.

Approach 1: Guided Installer
STEP 1: Download the installer — Goto

https://sharebinary.s3.eu-central-1.amazonaws.com/Genesis-Installer-main-v.2.9.7.msi and download the

latest version.

« Today

Genesis-Installer-main-v.2.9.7.msi

12

STEP 2: Locate the installer — Open File Explorer and navigate to the folder the installer downloaded to

(for example, your Downloads folder).

STEP 3: Start the installation ~— Double-click the installer file, or right-click it and select Open.

STEP 4: Allow the installer torun  — If Windows shows a "Windows protected your PC" (SmartScreen)

warning, click More info , then select Run anyway .
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Windows protected your PC

Microsoft Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.
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Windows protected your PC
Microsoft Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.

App: Genesis-Installer-main-v.2.9.7. msi
Publisher: NXGEN Technology AG

o

2

STEP 5: Confirm the security warning — On the "Open File - Security Warning" prompt, click Run.
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« v » ThisPC » Documents > Genesis Local mode

Name
# Quick access

i5) Genesis-Installer-main-v.2.9.7
[ This PC

3D Objects
[ Desktop

[£ Documents
< Downloads
D Music

&= Pictures

B videos

‘i Local Disk (C2)
= Local Disk (E)

¥ Network

STEP é: Approve system changes

changes to your computer, click Yes.

24-07-2026 13:46

Type

Windows Installer ...

"

Si

GCXONE

ize

584,258 KB

Open File - Security Warning

The publisher could not be verified. Are you sure you want to run this
software?
Neme: ...Genesis Local mode\Genesis-Installer-main-v.2.9.7.msi

Publisher:  Unknown Publisher

Type: Windows Installer Package
From: C:\Users\Splpt332\Documents\Genesis Local mode\Ge...

Run Cancel

[ Always ask before opening this file

y This file does not have a valid digital signature that verifies its
@ publisher. You should only run software from publishers you trust,
How can | decide what software to run?

FEATURES
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User Account Control

Do you want to allow this app from an
unknown publisher to make changes to your
device?

C\Users\dhana\Downloads\Genesis-
Installer-main-v.2.9.7.msi

Fublisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes

1

STEP 7: Wait for setup to finish — A progress window appears while Windows configures the installer.

Do not close the window until it completes.
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N sort v = View v £ Search options v X Close search (B Details

=) Gallery Name Date modified Type Size

& Dell - Personal

&' Genesis-Installer-branch}v.2.5.5_02 E Windows[installeqPa.. 559,930 KB

B Attachments

B Desktop

B pocuments

& pictures

Genesis-Installer version Latest

[ Desktop
’1 Please wait while Windows configures Genesis-Installer version Latest

I Downloads =

B pocuments 5 Gathering required information...

X Pictures

»
® Music »
B videos »

»

I System32
B NXGWebTestToc
I Screenshots.

b

¥ This PC
= Windows-SSD

B8 Network

1item | 1item selected 546 MB |

STEP 8: Confirm the second security prompt  — Windows may show a second User Account Control
prompt, this time for Windows Command Processor  (verified publisher: Microsoft Windows). Click Yes

to continue.
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User Account Control

Do you want to allow this app to make
changes to your device?

[

Windows Command Processor

Verified publisher: Microsoft Windows

Show more details

Yes

1

STEP 9: File extraction — A command prompt opens and extracts the necessary files.

B Desktop »

| Downloads #

B pocuments # 1KB4019990-x64.cab

Cancel

& Pictures »

v W This PC

=6 Windows-SSD

1

STEP 10: Install dependencies — Another command prompt opens to install the required components.
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(B Details
y sm stop genesis-service confirm
&) Gallery 'nssm gnized as an internal or external command,
operable program or batch file.
& Dell - Pe
C:\Windows\System32>timeout 2

I Attachr
aiting for @ seconds, press a key to continue ...

y
t recognized as an internal or external command,
gram or batch file.

sm remove NodeRed confirm

ed as an internal or external command,

>nssm remove genesis-service confirm
recognized as an internal or external command,

ogram or batch file.

ystem32>cd /D "C:\nxg\archive"

chive>call npm install

The package-lock.json file was created with an old version of npm,
so supplemental metadata must be fetched from the registry.

This is a one-time fix-up, please be patient...
] \ reify:node-disk-info: Completed in 627ms
B Screenshots

b

W This PC

=6 Wind

B Network

1item | 1item selected 546 MB |

STEP 11: Installation complete — Once the command prompt window closes, Local Mode is installed

successfully.

Approach 2: Command-Line Installation
STEP 1: Download the installer — Go to

https://sharebinary.s3.eu-central-1.amazonaws.com/Genesis-Installer-main-v.2.9.7Z.msi and download the

latest version. Note the folder it downloads to (for example, your Downloads folder).

STEP 2: Open the download folder — Open File Explorer and navigate to the folder containing the

downloaded Genesis Local Mode MSI file.

STEP 3: Run the install command — Click into the address bar, type the following command, and press

Enter:

msiexec /i "Genesis-Installer-main-v.<version>.msi" TARGETDIR="C:\" /gb

Replace <version> with the version number of the installer you downloaded (for example, 2.9.7).
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& D G msisxes/i "Genesis-Installer-main-v.2.9.7.msi" TARGETDIR="C" /qb| X Search download a

® ew % @ C:\Users\shake\Downloadis\download B oetsit
Downloads
) Home

) Galey C:\Users\shake\Documents\web\NXG-Docs
v @ barash - Personal baraah alamoush
> T Apps
> Attachments
> il Desktop

S @

> Microsoft Copilot Chat File:
—
5 A Pictures

Genesis-Installer-main-v2.9.7.msi

> T Videos

8 Desictop
L Downlosds
& Documents
P Pictures

© Music

Screer

* % % % e

»

Service Datasheet

% s

shake

> ThisPC

> Network

Titem 1 item selected 580 MB

i
n

STEP 4: Approve the UAC prompts — Because the command runs directly from File Explorer's address
bar rather than an already-elevated window, Windows shows two User Account Control prompts in a row:
one for Windows Command Processor (verified publisher: Microsoft Windows) and one for the installer
itself, shown under a temporary filename such as 200e89fh.msi (verified publisher: NXGEN Technology

AG). Click Yes on both to let the installation proceed.
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User Account Control X

Do you want to allow this app to make
changes to your device?

B | 200e89fb.msi

Verified publisher: NXGEN Technology AG
File origin: Downloaded from the Internet

Show more details

. -
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G XW

User Account Control

Do you want to allow this app to make
changes to your device?

Windows Command Processor

Verified publisher: Microsoft Windows

Show more details

« (I

. 4
22

STEP 5: Wait for setup to finish — A Genesis-Installer version Latest  progress window appears while
Windows configures the installer. No further input is required; the window closes automatically once

installation completes.

STEP é: Confirm installation — Local Mode is installed successfully once the progress window closes. To
confirm the service is running, check the Local Mode tray icon status — it shows LocalMode: Active and

Bridge: Active once installation succeeds.
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Bridge Active
LocalMode Active
User
Host
MNXG
Adpro
Dahua
Hikvision
Uniview
FFMPEG
MNode
MNodedS
NPM
MNET

1

Reinstalling or updating an existing installation: If Local Mode is already installed, stop the Genesis local
mode services and uninstall the existing version first, then repeat Approach 2 using the new installer's

version number in the command.

Troubleshooting: Local Mode Shows as Not Installed

If Local Mode is installed and running on the workstation — the tray icon shows LocalMode: Active and
Bridge: Active — but the GCXONE dashboard still reports it as not installed, the browser is most likely

blocking the site from detecting the local app.

+ In Chrome, click the site info icon (the padlock/tune icon) to the left of the address bar while on the

GCXONE dashboard.
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« Make sure Apps on device is turned on for the site.

- Ifitis already on but the dashboard still doesn't detect Local Mode, click Reset permission , reload the

page, and allow the prompt again when asked.

Once the permission is enabled, GCXONE detects the installed Local Mode app immediately — no reinstall

is needed.

Connection is secure >
= Home > L‘;—J Apps on device :- D)
Automatically blocked
@ Home Health
o ¢ Starr Reset permission
1 t (Sites sending alarms)
Your sta
appear | Q‘.' Cookies and site data >

4 lgg Dashl @1 site settings (4
> 8  Alerting
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