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Disclaimer

Legal disclaimer

This guide and its contents (the "Guide") are provided by NXGEN. All rights to the Guide and to the intellectual property
embodied in it — including, without limitation, trademarks, trade names, logos and similar marks appearing in or on it — are
protected by law. All right, title and interest in the Guide and in any related intellectual property rights belong to and remain
with NXGEN and its licensors.

The Guide is provided free of charge, "as is" and for informational purposes only, without warranty of any kind. It is neither
intended nor suitable to establish any legal relationship between the reader and NXGEN or its affiliates, including, without
limitation, any obligation of NXGEN or its affiliates toward the reader.

The obligations of NXGEN and its affiliates in respect of NXGEN products or services purchased by a customer are governed
exclusively by the terms of the agreement under which those products or services were purchased.

For clarification

The reader bears the entire risk as to the use, results and performance of the Guide. To the fullest extent permitted by
applicable law, NXGEN disclaims and excludes all warranties, whether statutory, express or implied — including, without
limitation, implied warranties of merchantability, fitness for a particular purpose, title and non-infringement of third-party
rights — as well as any liability or warranty arising from suggestions, specifications or samples related to the Guide.
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TimeSync
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What TimeSync Does

TimeSync keeps the time and timezone of every connected device aligned across your sites, so every

camera, alarm, and log stays on one verified timeline.

Why It Matters

Mismatched timestamps are more than an inconvenience. They create confusing timelines, cause teams
to miss critical details, and produce records that don't hold up when it counts. In a compliance audit or
security investigation, even a few seconds of drift can turn a straightforward review into hours of extra

work, or worse.

TimeSync eliminates that risk, keeping devices synchronized so investigations move faster and teams can
monitor more sites without adding staff. For business leaders, accurate and legally defensible records

translate directly to cost savings by avoiding legal exposure.

How It Works

Timezone and sync settings are configured per device, not as one switch for the whole tenant. Each
device has its own Timezone field and Time Zone Sync control, set from that device's Edit panel under

Configuration — Devices.

For Dahua and HikVision devices, Time Zone Sync can hand off to NTP, so once the device's own NTP
server is configured with GCXONE's server details, it keeps its clock in sync going forward on its own (see

Additional Details below for the setup steps).
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Time Zone
System: Asia/Amman
Offset from UTC: UTC+03:00
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The alarms dashboard with the time zone tooltip open, showing Asia/Amman at UTC+03:00, above tiles for total alarms, alarms
passed, alarms filtered out and unhealthy cameras.

Figure 1: Time Zone Icon

Key Capabilities
- Device-Wide Synchronization : Eliminates timestamp mismatches across all sites, so your timelines

are always clean and consistent

- Per-Device Timezone Control :Eachdevice's timezone is set individually, per site and per device, from

that device's own Edit panel.
« Trusted Evidence : Every frame carries an accurate, legally defensible timestamp

« Seamless Sync at Scale : Works across thousands of devices simultaneously without performance

issues

- Zero Drift : Once NTP is set up on a device, it maintains accuracy on its own, with no further IT

intervention required.

Real-World Use Cases

+ A security team investigates an incident across multiple camera feeds from different sites. Because

TimeSync keeps all devices aligned, they reconstruct the full timeline in minutes instead of hours.
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- An organization undergoes a compliance audit. TimeSync ensures all recordings carry accurate,

verifiable timestamps - creating tamper-proof records that hold up without dispute.

+ A device restarts after a power outage and its clock resets. Once NTP is configured, the device

re-syncs itself when it comes back online, preventing any gaps in the recording timeline.

- An Admin oversees operations across sites in different timezones. TimeSync ensures each device

shows the correct local time, preventing cross-site confusion during investigations.

Additional Details

Automatic time synchronization is currently supported for HikVision and Dahua devices only.

Limited Device Support : For all other device types, the Timezone field is still available for manual
configuration. However, automatic time synchronization via TimeSync is not supported outside of

HikVision and Dahua.
To sync a Dahua or HikVision device over NTP:

1. Open the device's Edit panel, select Time Zone Sync , then choose NTP. GCXONE displays the time

server address and port it uses (for example, time1.nxgen.cloud on port 123).

2. Login to the device's own web portal, open its time settings, enable its NTP server, and enter those

same server details.

3. Save the change on the device, then return to GCXONE, rediscover the device, and save.

The device's own NTP server must be configured with these details first. Running Time Zone Sync from

GCXONE before the device itself is set up returns an error.
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The Timezone section of a device's Edit panel with Time Zone Sync expanded to NTP, showing the VPN toggle, Quick Select and Server
Address set to timel.nxgen.cloud, NTP Port 123, and Interval 10.

Figure 2: Time Zone Sync for HikVision and Dahua devices, set to NTP
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